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BaxHa nn 6e3onacHOCTb MOOUNbHOro 6aHkMHra?

PacnpocrpaHeHHoe mHeHne/mud: HET
* Tam XxoauT masio geHer

PeanbHaa cutyauua: A
 UB P® He genaet paznnumnm mexay 460 n Mb

— PeKomeHpauum no 6e3onacHoM paspaboTKe NAaTeKHbIX CUCTEM

* 3/10yMbILUNEHHUKY HEBAXHO, XOAAT /1M TamM BOObLLE AEHbIU
— TnasHoe, 4to MO paboTaeT co cHeToM, rae fexkaT AeHbru

¢ ﬂ,OCTaTOLIHO OAHOIO B3/10OMa K/1K0O4EBOIO K/IMEHTA baHkKa
— Ywepb penytaunm u nepexon KAMeHTa B Apyroi 6aHK

e 160 n Mb o4eHb CBA3aHbI
- MHd)OpmaLI,M}O/yﬂSBVIMOCTVI B OA4HOM MOXHO UCMNOJZIb30BaTb ANA

dTdkKWN Ha Apyroe
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YcnoBus

YcTtpouncTso:

* YCTPOMCTBO NO/Ib30BaTENA HE UMeeT HU jailbreak, HM root-pocTyna

* YCTPONCTBO MMEET BCe NocaeaHne 0O6HOBNEHUA CUCTEMDI

* YCTPOMCTBO He 3apaXKEHO HUKAaKMMU BPeAOHOCHbIMW NPOrpaMmmamm

[lpoBepKa:
* He3aBucMmbIN aHaNm3
* [lpoBepKa aTtaku «yenoBek nocepeanHe» (Man-in-the-Middle, MitM)
— HekoppeKkTHaa nposBepKa SSL-cepTudumkaTa
— Wcnonb3oBaHue SSL Pinning
e [MHamunyeckum aHanus
— Ha ctaguu ayteHTUdUKaumu
> He Hapo 6bITb KAMeHTOM baHKa!
» [oBTOPUTb MOXKeT Ntoboi Kenatrowmii!
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Ataka MitM

° ﬂO,EI,KﬂPO‘-IEHVIe nonb3o0oBaTena K D
(lient

nogaenbHon Wi-Fi-Touke gocrtyna

* [logkntoyeHue K nogaenbHoM 6asoBoun
CTaHUUWM ONnepaTopa Normal Flow (broken)

* KMcnonb3oBaHKWe 3aparKeHHOro Man-in-the-Middle Flow
ceTeBoro obopyaoBaHusA

[TpY KOHTPO/IMPOBAHUN KaHaNa Nepeaavyn AaHHbIX MeXAay
npuaoXeHnem mobmnabHoro 6aHKMHra U cepeepom
310YMbILWJIEHHUK MOYKET YKPACTb AEHbIU CO CYeTa K/INEHTA,
TO €CTb HaHeCTU NPAMON GUHAHCOBbIN yulepb
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[Nocneacteua MitM

Kpaka geHeXHbIX PackpbiTue MpocMoTp AaHHbIX OTka3
CPeacTB CO CYETOB NHPOpMaLK O cyeTax O TeKyLLen onepayum B 06CnyXnBaHNM
KNneHTa KNMEeHTa 1 ero NpoLwnbIx KNneHTa KNMeHTa

onepaumsax
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Buabl KaHanoB CBSA3U

* OTKpbITblE

* 3auWMLIeHHble HeCTaHAAPTHbIMM MeTogaMu
— ~= OTKpbITble

* 3almuleHHble CTaHAAPTHbIMU MEeToA4aMm
— SSL/TLS
» Bce B3aumoaencTBme oCHOBbIBAETCA Ha Mape «OTKPbITbIN U
3aKpbITbIN KAtoY» cepTudurKaTa cepBepa
» CepTudUKaT A0/KeH 6biTb AeCTBUTENIbHbIM

© 2002—2014, Digital Security 9
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SSL-cepTndukartsl Ha yCTPOUCTBE

[ina Kaxporo
(A B xpaHunuie

[poBepKa BX0AHOrO cepTUdUKaTa

BanupHbii HesanuaHbin
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[Mpobnembl ¢ SSL

HekoppeKTHOe ncnonb3oBaHune SSL

HeBHMMaTENbHOCTb M OWNOKK pa3paboTunKa

KomnpomeTtaums KopHeBoro ceptndukara

YcTaHOBKa BPeJOHOCHOro cepTUdUKaTa C MOMOLLbIO COL,. MHXKEHepUmn

NHumaenTsbl ¢ Bit9, DigiNator u Comodo
CepTUPMKaTbl MHOCTPAHHbIX FOCYAAPCTB ;)

Certificate:
Ce Data:
Verzion: 3 (0x2)
Serial WNumber: 49 (0x31)
Signature Algorithm: shalWithRSAEncryption

Issuer: C=JP, O=Japanese Government, OU=ApplicationCh

Validity
Not Before: Dec 12 15:00:00 2007 GMT
Not After : Dec 12 15:00:00 2017 GMT

Subject: C=JP, O=Japanese Government, COU=ApplicationCh

Subject: C=US5, C—U.5. Govermment, OU=DoD, COU=PEI, CH=DoD Root CR 2

© 2002—2014, Digital Security
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SSL Pinning

v

* appl ucnonbsyet SSL Pinning

app 1 app 2
» [poBepseT «BLWNTbINY cepTUdUKaT PP PP
CUCTEMHOE XpaHununLLe
* app2 He ucnonbayet SSL Pinning CepTUQUKTOB

» Ob6pawaeTtcs K CUCTEMHOMY XPaHUAULLY 9 CUCTEMHble/
BCTPOEHHbIE

¥ M0Nb30BdTeNbCKNE
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A Kak e MHorodakTtopHas ayTeHTudmkauma?

(aKTop 3HaHMA
Mapons/PIN-kog/. ..
BewwectBeHHbIi GakTop
AnnaparHblid Knioy/. ...

buomerpuueckuii daktop
lonoc/Cetuatka rna3a/lovepk/. ..

* %k %k k

CUTyaTUBHbI GaKTop
Mectononoxexwne/[IBmxenue/. ..

* B knaccnyeckoun cucteme 160 BTOPON PaKTOp 4acTo

npuxoauTt B Bnge SMS Ha tenedpoH
» B cnyyae mobunbHoro 6aHKMHra BTOpoi ¢paKkTop UAET MO TOMY »Ke
KaHa/y, YTO U KOHTPOJIMPYET 3/10YMbILLAEHHUK |
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PesyneraThl

YA3BUMDbI

* 1 vyaszsmumoctb — MitM = KpaKa aeHer
 CoueTaHue ApPYrux ya3BUMOCTEN MOXKET TaKXKe NPUBECTU K
KparKe AeHer co c4eToB KaneHTtos!
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PGSyJ'I braTbl. UHTEPECHbLIE HAaXOOKU

* [louTn BCe NPUIOKEHMA OTNPABAIOT Ha cepBep MHopmauymto 0b
YCTPOMCTBE, MOPON U YHUKANbHbIE NAEHTUPUKATOPbI YCTPOMNCTBA
e [naBxoga B MOBMAbHbIN BAaHK YaCcTO UCMNO/Ib3YHOTCA YYETHbIE AaHHbIe C
NHTEPHeT-OaHKMHTa
* Ataka “User enumeration” — nonyyenme cnucka AeNCTBYHOLWMX NOTUHOB
* BO3MOXXHOCTb H/IOKMPOBKM aKKAayHTOB N0O/1Ib30BaTeENEN
* WNHTepecHble oWwMbKM Ha cepBepax
— OTnapoYHble Tpewcol
— PacKpbiTe BHYyTpeHHen 6aHKOBCKOM MHPOpMaLUK (aarke
nHpopmauma o6 ABC)
* OpauH paspaboTtunk (aaxke ogHa nnatdopma), a ya3BUMOCTHM PasHble

© 2002—2014, Digital Security
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PekomeHaauum

* Wcnonb3osaTtb SDL (Security Development Lifecycle)
— TakrKe Kacaetca cuctem 60

e [lna pa3paboTkm Takoro KPUTUYHOro MO HYyXKHbI
NOAroTOBNAEHHbIE TECTOBbIE Cpeabl

* YnanATb OT1aA04HbIN KOA,

* TecTupoBaTb HA NPOHUKHOBEHME MPUNOKEHNA U CEPBEPHYIO
CTOPOHY

* [PaMOTHO MCNO/b30BaTb MHOTOPAKTOPHYHO ayTEHTUDUKALUIO

* Wcnonb3zosatb SSL Pinning
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Cnacubo 3a BHMMaHue!
Bonpocobl?

Digital Security B Mockse: (495) 223-07-86

Digital Security B CaHkT-lleTepbypre: (812) 703-15-47

d.evdokimov@dsec.ru
@evdokimovds
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