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PCI DSS: Scope, baHKOMaTbl, ynpaBaeHUE
COOTBETCTBMEM MEPYAHTOB |

AneKkcen boyKapes,
[lenapTameHT KOHCANTUHra U ayaunTa
3A0 HUM «NHPopm3aLmTa»



OnpepeneHune o6r1acTn OLEHKMU

* [lepBbiN WAr B JOCTUXEHUN

COOTBETCTBUA =
o CHUKEHMe PUCKOB «NOTepATby
4aCTb CUCTEMHbIX KOMMOHEHTOB
* MOHATHEe NPOLECC BbINONHEHWS
TpeboBaHUMN

. . ' WHpopM3awmTa
CHCTOMMBIR WHTOrDA Top




3Haem scope + 3HaemMm TpeboBaHuA =
adeKkTUBHEE COOTBETCTBYEM CTaHAAPTY

‘Req124 12.6, 8.5.. ‘
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OTBeTCcTBEeHHOCTb QSA

* QSA Ha ayauTe: noarTesepaeHue
KOPPEKTHOCTK onpeaeneHus
npeaocrtaBieHHOM 061aCTU OLEHKM

* QSA KOHCYNbTAHT:
v' KpuUTepum oTHECEeHUA CUCTEM K 061aCTU OLLEHKM

v BblaiBNEHME 1 onncaHue npoueccos o6paboTku
NAHHbIX

v’ [ocTpoeHune npouecca JOKYMEHTUPOBAHUA
scope

I . ' WHpopM3awmTa
CHCTOMHBIR MHTET P ToR



[JoKymeHTUpOBaHue

* UaeHTnduumnpyem npoueccbl 06paboTku

* NaeHTndnumpyem 3aaenMCTBOBAHHbIE |
pecypcbl (MHPOPMaALIMOHHbIE, NepcoHan)

* Onpepenaem ¢popmaT AOKYMEHTUPOBAHUA

— CXeMbl NMOTOKOB, nepevyeHb CMCTEMHDbIX
KOMMNOHEHTOB

e OduKkcmnpyem Ha «bymare»

e Jltobble NI3MeHeHUss — KOHTPO/1b BAUAHUA U
aKTyanmsaums scope

l . l WHpopM3awmTa
CHCTOMMBIR WHTOrDA Top



BaXHOCTb akTyanusauumu

* BU3HecC NocToAHHO pa3BMBaeTCA
* HoBbIl NpoLLecc — HOBble FPaHMLbl SCOpe

* OTCyTCTBME NPOLLECCOB, HAaMpPaB/EeHHbIX Ha
aKTyanm3saumnio ob6n1act OUEeHKU — PUCKK ANS
nocaeayowmx ceptTmdmKkaumnm

e [lpoueccHbIM Noaxoa Mo3BOAAET HaLMM
K/IMEHTAM YXKe ceivac BbINMOJHATb HOBbIE
TpeboBaHma 1.1.3n 2.4

l . l WHpopM3awmTa
CHCTOMMBIR WHTOrDA Top



TepMUHarnbHbIe YCTPOUCTBA

* ABNAIOTCA CUCTEMHbLIMM KOMMOHEHTaAMMU ,
KaK U cepsep, pabouan ctaHuuA, cetesoe
obopyaosaHue, co ceommu cneundmnyHbIMHU

yrposamm
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ATM — cuCTEMHBbIN KOMIMOHEHT € TOYKK 3peHus PCRESS
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VISA

VISA BULLETIN 31 March 2011

Issuers’ Payment Card Industry Data Security
Standard Frequently Asked Questions

6. Are an issuing bank’s ATMs within the scope of the PCI DSS?

Yes. The PCl SSC states that the PCI DSS applies to any entity that stores, processes or transmits cardholder data. The
ATM's network and the physical environment in which it resides must also comply with the PCI DSS.

9. For Visa PC| DSS compliance validation requirements, are issuing banks that acquire ATM
transactions (i.e., cash disbursements only) considered to be merchants*?

In accordance with Visa-defined merchant PCl DSS compliance validation levels, a bank that acquires ATM transactions

(i.e., cash disbursements only) is not considered to be a merchant. However,_a bank offering product sales (e.g., postage
stamps) via an ATM is considered to be a merchant, and all such transactions acquired by all participating ATMs must be

aggregated to determine the merchant level and any validation requirements.

Banks identified as a Level 4 merchant based on the aggregate total of annual product sales fransactions may decide at
their own discretion to validate PCI DSS compliance.

* A "merchant” is any business entity that accepls Visa payment cards as a form of payment for goods or services rendered.

.! VIHpOpM3awmTa
| CrcTeMHBIR MHTErpaTOPR




Yrpo3bl

* Nicnonb3oBaHue yctapesmnx OC
— Windows XP
— 710 cux nop BcTpeyatotcs ATM ¢ 0S/2
* [lepenayva PyHKUMM MO yNpaB/EHNO CTOPOHHUM
opraHusaymnam

— BbIMOJIHAIOT /I NOCTABLLMKU YCNAYT MPUMEHUMbBIE
TpeboBaHma PC| DSS?

* CeTeBoe obopyaoBaHue AnAa nogkntoveHna ATM

* Yrpo3bl GU3NYECKOro XxapaKrepa — Kparka,
CKUMMMUHT..

I . l WHpopM3awmTa
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PeweHusa

e Oco3HaHHOe BKAYeHUe cetn ATM B 0baa
OUEHKU

* [lepexoq Ha akTyanbHble Bepcumn OC, no

* CTaHAApTbl KOHPUTYPUPOBAHMUA

* lcnonb3oBaHue cneunannsanpoBaHHbIX C3U
* CTaHaapTHble cxembl noakntoyeHna K MU

* TpeboBaHMA Nno 6e30MacHOCTM B AOrOBOPaAX

* YnpaBaeHne nasmeHeHnAMMU

l . l WHpopM3awmTa
CHCTOMMBIR WHTOrDA Top



POS-TtepmuHansl

* JKCNNYaTUPYIOTCS TOProBO-CEPBUCHbBIMMU
npeanpuATUSMU

 Kak n ATM, 3a4yacTtyto obcnyxusatorca
NOCTaBLMKaMU yCnyr

* OTCcyTCTBME KOHTPOANA 3a ceTbto POS-TepmmnHanos
MOXeT NPUBECTU K HEKOHTPOAUPYEMOMY
XPaHEeHUIO AaHHbIX KAapT U PUCKAM UX
KomMmnpomeTtauunm

CooTtBeTcTBUE MepyaHTa TpeboBaHmam PCl DSS —
rosioBHasA 60/1b 3KBanepa

I . l WHpopM3awmTa
CHCTOMMHBIA WHTBNPE ToR



OTBeTCTBEHHOCTb 3KBanepa

* [Mporpammbl 6e3onacHoctn AlS, SDP roBops

— 3KBaI716p HeceT OTBEeTCTBEHHOCTb 34
KOMMpomeTaumnm KapT, npomnsowegiine no BMHe
CBOUX MepYYaHTOB

— NO/IKEeH perynapHo otyntbiBaTbcAa nepea MI1C o
CTaTyce COOTBEeTCTBMA CBOUX MEePYaHTOB

— [NOIXKEH KOHTPO/IMPOBATb COOTBETCTBUE CEPBUC-
npoBanaepoB, UCNOAb3YEMbIX MEPYAHTAMM

I . l WHpopM3awmTa
CHCTOMHBIR MHTET P ToR



YnpaBrneHue cCOOTBETCTBUEM

e JKBaWep onpeaenaer TpedboBaHUA No
6e30nacHOCTU ANA MarasmHoOB

v OoueHKa PUCKoB npun NnoAKIKYEHUN HOBbIX
Malra3anHoOB

v' npuopuTeTHbI noaxoa ana TCI

v MPOrHo3 pocTa 1 cBoeBpeMeHHble TpeboBaHUA

No M3MeHeHMo cnocoboB NoATBEPKAEHUSA
COOTBETCTBMA

. . ' WHpopM3awmTa
CHCTOMMBIR WHTOrDA Top



YnpaBrneHue cCOOTBETCTBUEM

* JKBaMep BAMAET Ha npouecc npuema Kapt K
onnate — UCNO/1Ib30BaHUME «MPABUNBbHbIX»
cnocoboB 3HAaUYUTE/NIbHO CHUMKaeT PUCKH
v' BHegpeHue SDLC npu paspaboTke csoero NO

v" Ucnonb3osaHue PA-DSS, P2PE
cepTudunLMpoBaHHOro nokynHoro MNO

v" Ncnonb3osaHue PTS cepTUPULMPOBAHHbIX
TePpMWUHANOB

v" Micnonb3oBaHue p2p wndposBaHmA

l . l WHpopM3awmTa
CHCTOMMBIR WHTOrDA Top



YnpaBrneHue cCOOTBETCTBUEM

* PaboTta c NnocTaBLWMUKAMM YCAYT

v OUEHKa PUCKOB NP NOAKNOYEHUN

v BblaBneHni TpebosaHuit PCl B 30He
OTBETCTBEHHOCTU NOCTABLUMKOB, BK/IOYEHME

TpeboBaHMM B OTOBOPHbIE 065A3aTENbCTBA,
KOHTPO/1b BbINMOJAHEHMUA

e ObyuyeHune coTpyaHukos TCIT

. . ' WHpopM3awmTa
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Cnacun6o 3a BHuUmaHue!

Bawu Bonpocbl?

Anekcen boukapes, PCI QSA, CISA
a.bochkarev@infosec.ru
http://infosec.ru
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