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Ipynna BTB

PCI DSS. Hauano

Hawwu uenn BbINONHeHUs TpeﬁoBaHMﬁ cTaHAapTa:

v npe,D,OTBpaLLI,eHI/Ie d)I/IHaHCOBbIX noTepb, CBA3aHHbLIX C UHUMOEHTaAMW HapyLLeHUdA ©esonacHoCcTU
OaHHbIX NNaTeXXHbIX KapT

v' MNoBbIWweHne HagexHocTn cuctem Vb baHka B MHTEpecax KITMEHTOB 1 OM3HeC-NapTHEPOB

v Yxopg ot LLITpa(beIX CaHKLNA 1 orpaqueHmﬁ CO CTOPOHbI MEXAYHaPOOHbIX M1aTEXHbIX CUCTEM 3a
HECOOTBETCTBUE TpGGOBaHWr'IM CTaHOapTa
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Ipynna BTB

Ob6nactb nMPUMEHNMOCTU CTaHAAPTA

v IMpoueccuHr

v ABC

v OBO

v' Web-pecypcbl

v' CeTb 6aHKOMAaTOB M NMATEXHbIX TEPMMHANOB

v
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Ipynna BTB

NMNoaxop k BbinonHeHUo TpeboBaHum PCI DSS

an/IOpVITeTbI B NMPOEKTe:

v' HaueneHHOCTb Ha pearibHyH OLIEHKY COOTBETCTBMS, a He
Ha dpopManbHoe BbINoriHeHne TpeboBaHuin

v Agantaums CyLLecTBYOLWNX MEXaHU3MOB 3aLlUThbl AN
obecneyeHns CoOOTBETCTBUSI TpeboBaHNAM

v’ Mony4yeHne MakcuMyM 3ppekTUBHOCTU OT BHEAPEHUS
HoBbIX nogcuctem Vb B nHTepecax Bcex busHec-
npoueccoB baHka
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Ipynna BTB

OT nor-meHeaXXMeHTa K noriHoueHHomy SIEM

Tpe6oBaHue ctaHgapTa 10.6

«Review logs and security events for all system components to identify anomalies or suspicious
activity»
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Ipynna BTB

Bbirogbl ot BHegpeHus SIEM

v MOHUTOPUHT 1 KOppensiLmsa cobbITUI 4NA BbISBIEHUSA peanbHbiX MHUnaeHToB Vb
v’ PerynspHas OTYETHOCTb O BbISIBNEHHbIX HApyLUeHUsAX nonutukm b

v' CobntogeHne HopMaTtuBHbIX TpeboBaHuii no ynpaeneHuio nHumaeHtamm UMb (PCI DSS, CTOBP NBBC,
3awwmrta MNOnH)

v" OueHka 3adPEKTUBHOCTM NMPUMEHSIEMbIX CPEACTB 3alLMThbl 32 CHET HENPEPLIBHOIO aHanmnsa cobbITui 1
nHumaeHtos Nb

v’ CHWxeHue yuiep6a oT MHUMOEHTOB 3a CYET CBOEBPEMEHHOIO U 3 EKTMBHOIO pearmpoBaHms 1 cbopa
[loKa3aTernbHol 6a3bl

v CokpalleHne pacxodoB Ha ayauT U KOHTPOIb COObLITUI 3a CYET LeHTpanu3auum nidopmaumm o
cocToaHun b
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Ipynna BTB

BaHKkomaTbl NO KOHTpPOIJem

BHenpeHMe cneunann3npoBpaHHoOro peweHuda gnAa MOHUTOPUHIa u
3aWwmTbl OAHKOMATOB NO3BONUIIO:

v 3awunTnTb ceTb baHKkOMaToB OT BHYTPEHHUX U
BHELLIHUX aTakK

v' ONnTMMKU3NpoBaThb 3aTpaTbl HA KOHTPOSb PaboThI
ceTn 6aHKomaToB

v' Co3gaTb 3eKTUBHbLIN NpoLEece yrnpaBneHus
ceTbio HaHKOMaToB

v' ObecneynTb COOTBETCTBUS TPEOOBAHMAM
crangapta PCI DSS
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Ipynna BTB

Kyaa npusen nytb coorBetcTtBus PClI DSS?

v’ YBenunuyenune acppeKTMBHOCTU OM3HEC-NPOLIECCOB \@7

v Mpo3payHocTb MexaHM3MoB obecneveHust Vb /’
v MNoBblweHne ypoBHA Ub B Lienom -/
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Ipynna BTB

Hawwm peKkoMeHaaunun

v' MakcMmManbHO cokpawaTb o6nacTb AeNcTBUA cTaHAapTa (B
nepByto odepeb 3a CHET CErMeHTaunm ceTn U UCKNIYeHne
HOMEpPOB KapT U3 MH(POPMALMOHHBIX CUCTEM).

v MpuBnekaTb TONbKO OMNbITHbIE KOMNAHUU-UHTErPaToOpPbI, \
KOTOpble CNOCOOHbI peann3oBaTtb NPOEKT NMOMHOCTbLIO: OT
NpoBeAeHUs ayauT 1 pa3paboTku NnaHa ucnpaeneHni, 4o ero 5S
peanusauuu, BKYas BHeAPEHME TEX.CPEACTB, MOCTAHOBKU ?,., e
npoLeccoB 1 pa3paboTkn HOPMATUBHOW AOKYMEHTALNN. r o

v 3aknyaTb JONIrOCPOYHbIe AOrOBOpPa, pe3ynsTaTom paboT no = R ),
KOTOpbIM ByaeT He TONMbKO NepBoHaYanbHas cepTudukaumns, Ho -
NOATBEpPXXAeHME cTaTyca B AanbHENLLEM. \\\_//

v C y4eToM TOro, YTO NPOEKT HaxoauTCs Ha CTbiIKeE MHTEPECOB
nogpasgenexHun NT, Ub n npoueccuHra, TpebyeT oT aTnx
nogpasaenieHnin 3HaunTerNbHbIX TPy4o3aTparT, HO NPy 9TOM He
AaeT Ans HUX 3HaYUTENbHbIX Bblrog, He06XoanMO 3apy4uTbCs
noapepXxkon top-meHeg)KMEHTa KOMMNaHUM.
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CNACUNBO 3A BHUMAHUE!
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